








I. GENERAL
ITCS policy number 7.303 titled Disk Sanitizing Policy for Workstations is available on the ITCS web page under policies at

 http://www.ecu.edu/itcs/policies/diskclean.cfm states “before a state-owned Windows or Macintosh workstation is sent from ECU to surplus, the non-removable hard drive(s) shall be ‘sanitized’ (i.e., all data removed in a manner that prevents subsequent recovery) before the computer leaves the ECU campus. Sanitizing shall be performed by qualified personnel from Workstation Support Group (WSG) and/or Critical Applications Support (CAS).”
The ITCS policy also states that “whenever a state-owned workstation is transferred from one primary user to another without leaving the ECU campus, the hard drive shall be sanitized or 're-imaged' as soon as the original user's data has been removed. It is the primary user's responsibility to contact ITCS via the Help Desk to request drive sanitizing/re-imaging before transferring the workstation. Departments that do their own hard drive re-imaging for their transferred systems can forego ITCS assistance, however, they still must contact ITCS to perform disk sanitizing on computers to be surplused.”
II. PURPOSE

The purpose of this COSP is to document approval by ITCS that Campus Operations is responsible for sanitizing Campus Operations computers.

III. PROCEDURES

Transferring a computer from one Campus Operations user to surplus:

The primary Campus Operations user shall contact the Facilities Services Technology Group at Facilities Service Center prior to the transfer to surplus.  The Facilities Services Technology Group shall instruct primary Campus Operations user regarding disposition of computer. 
Transferring a computer from one Campus Operations user to another ECU user:

The primary Campus Operations user shall contact the Facilities Services Technology Group at Facilities Service Center prior to the transfer to another ECU user.  The Facilities Services Technology Group shall reimage the non-removable hard drives before the state-owned workstation is transferred from one primary Campus Operations user to another ECU user.  ITCS has approved re-imaging or “ghosting” machines by Facilities Services Technology Group for such internal moves. 

Updating the Computer Asset Database:
Facilities Services Technology Group shall be responsible for updating information in the asset database to reflect the change in users for the workstation.
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