








I. PURPOSE
Security systems may be required in the buildings and grounds of the campuses.  These may include One Card door access systems and alarm systems such as door sensors, automatic locking devices, card readers, surveillance equipment, intruder detection, and other systems.  The installation of these systems usually involves modifications to the facility, may require integration with the fire alarm systems, and may impact building code or other regulations.  

This FSSP details the procedures and responsibilities to accomplish the installation, modification, and maintenance of One Card door access systems and alarm systems beginning with contact with Facilities Services.  This FSSP does not attempt to outline approval, review, or administrative procedures of the One Card Office or ECU Police Department.    

II. GENERAL
To insure compliance with all codes and regulations, modifications to the real property of the University may not be done without the express approval of Facilities Services.  This includes the installation or modification of security systems such as One Card door access systems and alarm systems. It is policy to not allow these systems interface or interfere with life safety or fire alarm systems.  The operation of security systems once installed is the responsibility of the requesting department, the ECU Police Department, and the One Card Office.  

III. RESPONSIBILITIES

A. ECU Police Department and the One Card Office are responsible for notifying Facilities Services with a work order of the installation, modification, or removal of any One Card door access system or alarm system before work begins.    

B. Facilities Services is responsible for the impact on real property by the installation, modification, or removal of any One Card door access system or alarm system.
C. Requesting departments are responsible for providing funding for the installation, modification, removal, and maintenance of alarm system equipment.  

D. The ECU Police Department is responsible for determining the need for installation, modification, or removal of alarm systems.  The ECU Police Department will notify Facilities Services with a work order of the installation, modification, or removal of alarm systems before work begins.  The ECU Police Department will assist in determining locations of components, selecting systems and components, providing contacts with security consultants or vendors, programming or other commissioning, and operating and maintaining the system.  They are responsible for maintenance of the central alarm system equipment. 
E. The One Card Office is responsible for assuring comparability of installations or modifications that interface with the One Card system, securing pricing information and quotations from the card reader vendor, establishing programming parameters or other features to commission the system and integrate it into the existing One Card system, and securing funding as appropriate. The One Card Office will notify Facilities Services with a work order of the installation, modification, or removal of One Card door access system before work begins.  The One Card Office is responsible for the maintenance of the electronic portions of the access systems. 

F. Facilities Services is responsible for notifying One Card Office and ECU Police Department of any maintenance on real property that will affect a One Card door access systems or alarm systems before work begins.

G. Problems with a One Card door access system or alarm system that affect real property (i.e. doors, walls, etc.) shall be reported to Facilities Services by work order.  Facilities Services shall notify One Card Office and ECU Police Department of the results of the investigation of the problem to coordinate repairs as appropriate.  If problems with a One Card door access system or alarm system are reported directly to the One Card Office or ECU Police Department, the One Card Office or ECU Police Department shall generate a work order to notify Facilities Services.  

IV. PROCEDURES

A. One Card Door Access Systems
1. Installation, modification, or removal of One Card door access systems.
a. The department wishing to install, modify, or remove a One Card door access system, One Card Office, or the ECU Police Department shall notify Facilities Services of the installation, modification, or removal of an access system by submitting a work order to Facilities Services before work begins. 

b. The department wishing to install, modify, or remove a One Card door access system, One Card Office, or ECU Police Department shall initiate a work order using the Work Order Request from the Facilities Services web page.  The One Card Office or ECU Police Department shall select the appropriate campus.  The work order shall include a contact name and indicate the One Card Office or ECU Police Department as the Originator. 

c. For projects on Main Campus, the Responsible Shop on the work order is the Facilities Service Center. Facilities Service Center will distribute the work order as appropriate. On Main Campus, the Assistant Director, Building Services will normally serve as the Facilities Services contact and assume the responsibilities outlined below.  

· coordinating with the One Card Office, ECU Police Department, ITCS, and requesting department, as appropriate 

· determining the scope of the work

· requesting funding information from the Originator 

· providing an estimate for real property work 

· managing real property work (installing new electrical circuits, installing conduit where needed for control wiring, etc.)

· authorizing and inspecting that part of the work affecting real property (mounting of equipment, running control wiring, etc.).  For a large installation this may become part of a Facilities Services project.

· performing and/or contracting real property work
· following-up on payment for work performed or contracted to complete real property work  

The Originator (the One Card Office or ECU Police Department) will confirm funding with Assistant Director, Building Services.  The Assistant Director, Building Services shall reference information captured on the work order to schedule work in coordination with Originator.  Assistant Director, Building Services shall close the work order when the work is completed, payment for work performed or contracted to complete real property work has been received, and the inspection of the work affecting real property does not reveal any damage.  

d. For projects on Health Sciences Campus, the Responsible Shop on the work order is the Carpenter Shop.  Carpenter Shop Supervisor will coordinate with other Shops as appropriate. On Health Sciences Campus, the Carpenter Shop Supervisor will normally serve as the Facilities Services contact and assume responsibilities outlined below.

· coordinating with the One Card Office, ECU Police Department, ITCS, and requesting department, as appropriate 

· determining the scope and cost of real property work to be done by Facilities Services

· requesting funding information from the Originator by completing a Special Project Request form and returning it to the Originator.  Special Project Request can include both the real property work to be performed by Facilities Services and the work to be performed by One Card contractor. 

· managing real property work (installing new electrical circuits, installing conduit where needed for control wiring, etc.)

· authorizing and inspecting that part of the work affecting real property (mounting of equipment, running control wiring, etc.).  For a large installation this may become part of a Facilities Services project

· performing and/or contracting real property work
· following-up on payment for work performed or contracted to complete real property work  

The Carpenter Shop Supervisor will generate a Special Project Request outlining the scope of work and funding source(s).    The Originator (the One Card Office or ECU Police Department) will confirm funding by returning the properly authorized Special Project Request to the Carpenter Shop Supervisor through the Brody School of Medicine Business Office. The Carpenter Shop Supervisor shall reference the Special Project to schedule work in coordination with Originator.  The Carpenter Shop Supervisor shall close the Special Project Request when the work is completed and payment for work performed or contracted to complete real property work has been made, and the inspection of the work affecting real property does not reveal any damage.

2. Removal of a system will require special consideration by Facilities Services.  Potential for reuse of the system or its components will be considered and appropriate steps taken.

3. An Above Ceiling Work Permit is required for any work performed other than by Facilities Services personnel above the ceiling level on the Health Sciences Campus, and must be secured prior to beginning any work. The One Card Office and ECU Police Department are responsible for insuring any contractors involved with the installation, modification, or removal of an access system on the Health Sciences Campus follow procedure outlined in Facilities Services Standard Practice (FSSP) 21-0015, Above Ceiling Work Permit Program – Health Sciences Campus.  

4. Any damage caused by the installation, modification, or removal of an access system will be the responsibility of the party that caused the damage and/or the requesting department.  For example, the cost of restoring any marred surfaces, repairing openings in walls, painting and other work required to restore the facility to its original condition will be the responsibility of the party that caused the damage and/or the requesting department as appropriate.  Upon inspection of the work affecting real property, Facilities Services shall determine the best course of action to repair the damaged real property.  The Facilities Services contact shall notify the Originator of the observed damage, the cost to repair the damage, the best course of action to repair the damage (i.e. by contractor or by Facilities Services).  The Facilities Services contact will coordinate with the Originator to determine funding source(s).  On the Health Sciences Campus, the cost will be charged to the Special Project. The Facilities Services contact may initiate a work order for work by Facilities Services.   

5. The requesting department is responsible for funding ALL expenses associated with installing or modifying an access system including, but not limited to, electrical and network connections, door and electronic hardware, patching and painting. If additional funds are needed, Facilities Services will notify the Originator immediately and stop work if necessary until the funding is secured.

6. The Facilities Services contact shall maintain a record of the installation, modification, or removal project as appropriate.  

7. If Facilities Services discovers modification to real property due to the installation, modification, or removal of a One Card door access system or alarm system without prior notification, Facilities Services shall notify the Associate Vice Chancellor for Administration and Finance – Facilities Services and the Associate Vice Chancellor for Administration and Finance – Business Services.     
8. Any work orders for the installation, modification, or removal of an access system not originated by One Card Office or ECU Police Department shall be forwarded to the One Card Office.  Likewise, any requests or questions regarding the installation, modification, or removal of an access system shall be forwarded to the One Card Office.

9. Maintenance

a. Facilities Services is responsible for performing and funding ongoing maintenance of the door hardware (automatic openers, handicapped operators, hinges, strikes, actuators, etc.) except those components that are operated or used by the One Card door access system.  On Main Campus, Assistant Director, Building Services is normally the Facilities Services contact.  On Health Sciences Campus, Carpenter Shop Supervisor is the Facilities Services contact. 

b. The One Card Office is responsible for performing and funding ongoing maintenance of the electronic hardware (card reader, network connection, programming, etc.) and the portions of the door hardware that are operated or used by the One Card door access system, such as electric strikes, mortises, actuators, and hinges with door operating wiring passing through them. 

B. Alarm Systems

The procedure for the installation, modification, and removal of alarm systems follows the procedure outlined for access systems with the following exceptions.  

1. On Main Campus, the Assistant Director, Facilities Service Center will normally serve as the Facilities Services contact for the installation, modification, and removal of alarm systems on Main Campus.   

2. Facilities Services is NOT responsible for programming or other commissioning of an alarm system.
3. Any work orders for the installation, modification, or removal of an alarm system not originated by One Card Office or ECU Police Department shall be forwarded to the ECU Police Department.  Likewise, any requests or questions regarding the installation, modification, or removal of an alarm system shall be forwarded to the ECU Police Department.

4. Maintenance
The requesting department(s) and the ECU Police Department are responsible for performance and funding of ongoing maintenance of alarm systems.

5. On the West Research Campus, the intruder detection system is part of the fire alarm system.  The ECU Police Department is responsible for ongoing maintenance for the System.  Facilities Maintenance – Health Science Campus is responsible for maintenance of the fire alarm porting on this system. 

C. Security Systems including One Card Door Access Systems in NEW CONSTRUCTION
The One Card Office and/or the ECU Police Department will provide written technical specifications for the access system to be incorporated into the ECU Construction Standards to be used by the Project Designer for use in developing specifications for the construction contract.  The Designer, User Group, One Card Office/ECU Police Department, Facilities Engineering and Architectural Services (FEAS), and appropriate Facilities Services operation (Facilities Services for Main Campus locations, and Facilities Maintenance – Health Sciences Campus for Health Sciences Campus and West Research Campus locations) will review the building plans to determine access needs and develop an operational plan.  The Designer will assure that the plan will comply with all applicable codes including life safety egress.  The One Card Office and/or the ECU Police Department will provide a detailed written cost estimate based on unit price costs and the Designer will verify the costs as accurate before including them in the project construction budget.  The Designer will incorporate the operational plan into the construction documents for bidding and include a brand name specific alternate on the bid proposal form to assure the equipment will match the University Contracted Vendor Equipment.  The operational plan will be installed and commissioned by the successful construction contractor and/or their sub-contractor (General Contractor for Single Prime Contracts and Electrical Contractor for Multiple Prime Contracts).  The ECU Police Department and One Card Office will be notified by the project manager when activities related to these installations are to be underway, and the programming of the system to integrate the new installation with the existing will be monitored by the ECU Police Department and One Card Office.  Requests to change the operational plan after bids are received will be subject to available project funds and are not likely to be approved.

D. Problems with One Card Door Access Systems and Alarm Systems

1. Problems with a One Card door access system or alarm system that affect real property (i.e. doors, walls, etc.) shall be reported to Facilities Services via the work order system.    

2. If problems with a One Card door access system or alarm system that affect real property (i.e. doors, walls, etc.) are reported directly to the One Card Office or ECU Police Department, the One Card Office or ECU Police Department shall generate a work order to notify Facilities Services.  

3. For problems on Main Campus, the Responsible Shop on the work order is the Facilities Service Center. Facilities Service Center will distribute the work order as appropriate. On Main Campus, the Assistant Director, Building Services will normally serve as the Facilities Services contact and be responsible for coordinating the investigation of the problem. 

4. For problems on Health Sciences Campus, the Responsible Shop on the work order is the Carpenter Shop.  Carpenter Shop Supervisor will coordinate with other Shops as appropriate. On Health Sciences Campus, the Carpenter Shop Supervisor will normally serve as the Facilities Services contact and be responsible for coordinating the investigation of the problem. 

5. Following investigation of the problem, the Facilities Services contact on the respective campus will notify the One Card Office and the ECU Police Department of the work order with a description of the reported problem and results of investigation.  Repairs will be handled following procedures outlined for modifications to the systems.

6. The Facilities Services contact shall maintain a record of the reported problems in the event other work orders are received before the One Card Office and/or the ECU Police Department have addressed the problem. 

7. If the One Card Office and/or the ECU Police Department have not addressed the problem within a reasonable amount of time, Facilities Services will notify the Associate Vice Chancellor for Administration and Finance – Facilities Services and the Associate Vice Chancellor for Administration and Finance – Business Services.     
8. Funding of repairs will correspond to the funding sources for maintenance outlined above. 

E. Maintenance to Real Property that will affect One Card Door Access Systems and Alarm Systems

1. The Facilities Services contact on the respective campus will notify the One Card Office and the ECU Police Department of the work order with a description, location, and schedule of maintenance work on real property that will affect a One Card door access system or alarm system before work begins.

2. The Facilities Services contact shall maintain a record of reported maintenance by completing the work order issued to initiate the work.   

3. If the One Card Office and/or ECU Police Department discover maintenance work that affected a One Card door access system or alarm system without prior notification, the One Card Office and/or ECU Police Department should notify the Executive Director, Facilities Services for Main Campus situations and Director, Facilities Maintenance for Health Sciences Campus situations.     

4. Funding of maintenance will correspond to the funding sources for maintenance outlined above. 
F. Contact with One Card Office should be document through email correspondence, fax, or noting date and time of phone conversations.  
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